
Privacy Policy 

SQ STATES LTD is committed to protecting your privacy. We have prepared this Privacy Policy to describe 

to you our rules regarding our use of your Personal Data (as defined below), which we collect, use (process, 

analyze), store, and transmit using sqstates.com website and other software that can be used by our: 

customers, contractors, service providers, and other Internet users, as described in our Terms of Service 

(named as a ”Service"). 

"NFT" in this Privacy Policy means a non-fungible token or a similar digital element implemented on a 

blockchain (such as the Ethereum blockchain) that uses smart contracts or is otherwise associated with certain 

content or data. 

1. The types of data we collect: 

 
 "Personal Data" means data that allows someone to identify you individually, including, for example, 

first name, last name, middle name (if any), gender, email address, phone number, messenger, as well 

as any other non-public information about you that is related to any of the above. 

 "Anonymous Data" means data, including aggregated and unidentified data, that is not related to or 

related to your Personal Data. Anonymous Data alone does not allow the identification of individuals. 

We collect Personal Data and Anonymous Data as described below. 

2. The information you provide to us: 

 
When you use our Service or use any other service of SQ STATES LTD, update your account profile or 

contact us, we may collect your Personal Data, such as email, first and last name, username, phone 

number, messenger, and other information provided by you. We also collect your blockchain address, 

which may be associated with Personal Data when you use our Service. 

Our service allows you to save or change settings, such as the way your content is displayed, notification 

settings, favorites, and other settings. We may collect, store and use information about your ID, browser, or 

mobile device that you use when working with any of our services. 

If you leave us feedback or contact us in any convenient and possible way, we will collect your name and 

contact information, as well as any other content included in the message you leave us. 

We may also collect Personal Data at other points of our Service where you voluntarily provide it or where we 

declare that Personal Data is collected. 

3. The information, collected using technology: 

 
When you use our service and interact with it, we may use automatic data collection technologies to collect 

certain information about your equipment, page browsing activities, and templates, including: 

 information, collected by our servers in order to provide our service and make it more useful and 

practical to use for you. We (or a third-party service provider) collect information from you, 

including, but not limited to, your browser type, your device's operating system, Internet protocol 

address (“IP"), mobile device identifier, blockchain address, wallet type, and date/time stamps, as well 

as the country and region of location. 

4. File logs: 

 
As is the case with most websites and applications operating in the world, we automatically collect certain 

information and store it in file logs. 

 This information includes IP addresses, browser type, Internet Service Provider (”ISP"), landing/exit 

pages, operating system, date/time stamps, and click flow data. 

 We use this information to analyze trends, administer the service, track user movements on the 
Service and better adapt our services to the needs of our users, as well as to optimize the work of our 

services and the usability of the platform interface. 



 For example, some of the information may be collected in such a way that when you visit the service, 

it recognizes you, and this information can be used to personalize your experience and profile in the 

future. 

Cookies: 

 
Like many online platforms that provide various kinds of services on the Internet, we use cookies to collect 

information. 

 We may use both session cookies (which expire as soon as you close your web browser) and 

persistent cookies (which remain on your computer until you delete them) to analyze how users 

interact with our service, improve the quality of our products and provide users with a more 

personalized experience, as well as better content and improve/optimize the User Experience. 

Pixel tag: 

 
In addition, we use “Pixel Tags" (also called transparent GIFs, web beacons, or web bugs). 

 Pixel tags allow us to analyze how users find our service, make the service more useful to you and 

adapt your experience with us according to your specific interests, needs, and preferences. 

How we respond to signals that are not currently monitored: 

 
Our systems do not recognize “do not track” signals or other information hiding mechanisms that could allow 

users to opt-out of tracking on our site or our other services. 

Analytical services: 

 
In addition to the tracking technologies we host, such as cookies and pixel tags, other companies may set their 

own cookies or similar tools when you visit our website, services or other SQ STATES LTD products. This 

includes third-party analytics services that we use to analyze how users use the service. 

The information generated by cookies or other technologies about your use of our service: 

 
Analytical information is transmitted to analytics services. Analytics services use analytical information to 

compile reports on user activity, which we may receive on an individual or aggregate basis. 

We use the information we receive from analytical services to improve our User Experience and the service as 

a whole. 

Analytical services may also transfer information to third parties if required by law, or when such third parties 

process analytical information on their behalf. 

The ability of each analytics service to use and share analytical information is limited by the terms of use and 

privacy policy of such analytics services, which you can read on their website or in the terms of use. 

By using our service, you give your full and unconditional consent to the processing of your data by the 

analytics services in the manner and for the purposes set out above. 

 

 
 

The information received from third-party companies: 

 
We may receive personal and/or anonymous data about you from our partner companies that offer their 

products and/or services for use in cooperation with our service or whose products and/or services may be 

associated with our service. 

 For example, third-party wallet providers supply us with your blockchain address and certain other 

information that you have decided to share with these wallet providers. 

 We can add this to the data we have already collected from you or about your using our service. 



Publicly available information is obtained from blockchains: 

 
We collect data about actions that are publicly available and/or available on blockchains. 

 This may include blockchain addresses and information related to purchases, sales or transfers of 

NFT, which may then be linked to other data that you have provided to us previously. 

The use of your personal data: 

 
We process your personal data to conduct our business, provide quality services, personalize your interaction 

with the service and improve the service. 

In particular, we use your personal data to: 

 
 make it easier for you to create and protect your account; 

 identify you as a user in our system; 

 provide you with our services, including, but not limited to, helping you view and study NFT using 

our tools and, at your sole discretion, directly connect to other users to buy, sell or transfer NFT in 

public blockchains by our services; 

 improve the administration of our platform and the quality of work when interacting with our service, 

including, but not limited to, by analyzing how you and other users find the platform and interact with 

it; 

 offer customer support and providing you high-quality answers to your requests; 

 investigate and eliminate behavior and use of our platform that may violate our Terms of Service; 

 detect, prevent and eliminate fraud, violations of our terms or policies and/or other harmful or illegal 

actions; 

 send you a welcome email to confirm ownership of the email you provided when creating your 

account; 

 send you administrative notifications or emails, such as recommendations for security, support, and 

maintenance; 

 send you notifications related to actions in the service, including notifications about offers; 

 send you newsletters, promotional materials and other notifications related to our services or products 

and services of third parties; 

 answer your inquiries related to employment opportunities or other requests; 

 comply with applicable law, cooperate with law enforcement and/or other authorities in investigating 

alleged violations of the law and/or to pursue or defend against legal threats and/or claims; and 

 act in any other way that we can describe when you provide Personal Data. 

We may create anonymous data records based on your personal data: 

 
We use this anonymous data to analyze requests and usage patterns so that we can improve our services and 

improve navigation through our services. 

 We reserve the right to use the data for any purpose and disclose the data to third parties without 

restrictions when using our services and products by third parties for user interaction on the platform. 

Disclosure of your personal data: 

 
We disclose your personal data as described below and as described in other sections of this privacy policy. 



Third-party service providers: 

 
 

We may share your personal data with third-party service providers for: 

 provision of technical infrastructure services; 

 conducting quality assurance testing; 

 analysis of how our service is used; 

 prevention, detection, and response to unauthorized actions; 

 providing technical support and customer support; and/or providing other support and the service. 

Affiliates: 

 
We may share some or all of your personal data with any subsidiaries, joint ventures, and/or other companies 

under our common control (“Affiliates”), in which case we will require our affiliates to comply with this 

Privacy Policy. 

Corporate restructuring: 

 
We may share some or all of your Personal Data in connection with or during the negotiation of any merger, 

financing, acquisition, or liquidation transaction or process involving the sale, transfer, disposition, or 

disclosure of all or part of our business or assets. 

 In the event of insolvency, or bankruptcy proceedings, Personal Data may also be transferred as a 

business asset. 

 If another company acquires our company, business, or assets, that company will own the Personal 

Data we collected and assume the rights and obligations with respect to your Personal Data as 

described in this Privacy Policy. 
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